[l InterSystems:
Health | Business | Government

IHE Profile fur die sichere ePA

eHealth-Land

Hessen

eHealth-Kongress 2019 Rhein-Main und Hessen
Gesundheitsversorgung im digitalen Zeitalter




Was ist eine ePA? (oder besser: Was konnte sie sein?)
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IHE Profile fur die Umsetzung der ePA
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Einwilligung und Autorisierung Basic Patient Privacy Consents (BPPC)

Advanced Patient Privacy Consents (APPC)
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Healthcare Provider Directory (HPD)
https://www.bvitg.de/wp-content/uploads/180911-bvitg-Empfehlung-Aktenschnittstellen.pdf



https://www.bvitg.de/wp-content/uploads/180911-bvitg-Empfehlung-Aktenschnittstellen.pdf

Einwilligung (Consent) des Patienten

1. Umsetzung der Einwilligung
1. IHE Profile:
1. Basic Patient Privacy Consent (BPPC)
2. Advanced Patient Privacy Consent (APPC)

2. Widerruf der Einwilligung

1. Loschung in den XDS.b Document Repositories 3 g
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Repository Registry MPI

2. Loschung in der XDS.b Document Registry
3. Loschung im IHE-MPI (PIX-Manager)
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Zugriffskontrolle auf Basis von Standards
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Einwilligung durchsetzen beim IHE XDS.b Profil

[ITI-79] XACML
AuthzDecisionQuery

[ITI-41 PnR]

xua | XACML
. . Policy Enforcement
X-Service-User « Point (PEP)
P e
() )
NS
XUA | ] XDS.b
X-Service-Provider E:g Doculment
Registry
[ITI-18] Registry Stored Query [ITI-42] Register Document Set
XDS.b XDS.b
Document Document
< . .
Consumer [ITI-43] Retrieve Document Set Repository
N T
(0 ) (0 )
NAS N

XUA

X-Service-User

X-Service-Provider

XUA

XACML

Policy Decision
Point (PDP)

() )

Policy Repository

XACML

N
XUA

X-Service-Provider

Add/Update/Delete
Policy

XACMLPolicyQuery

v
XDS.b XACML XACML
Document Policy
Source Consumer
T
(0 )
NAS

XUA

X-Service-User

| © InterSystems Corporation. All rights reserved. |




. . . - - Scbwezarache Edgtmesepachat
Swiss Electronic Patient Record (EPR) Identity Provider O
Overview of Profiles, Metadata and Exchange Formats (SR 816.111) [P 5’:{" ) Coied
Frovidar ectranic Iggundsizine Dupartament e lnarm £l
Patiert Record ::1«...- ;sm iu:l. "
i
Surs £ H Patient Audit = i
Pmdenmm" e Set H Document Document
Consumer H %w Sourse
E I FE
e ——— o —— H = T——r Tt
[+ i - i gy [ Pemuy Py S 7 7
H i
i i
i H
] H
' i
o W B a0 H = § [ N i
ot Time et ™ Pt i Frovider nformason Vaun Set 5, ng Documers | ¥ B Document I
= i mleres Source. Conzumer Consumer i Saurce.
™ Secum Nods - : — Policy Conmamer
[+ - PR : pr e ] Ll
[+ pran | S——
r_ -
2] + e
o o Provider ourt o - o wthorzation Decmon
| Tme Clom Informaion imciory Value Sat X-Semice 4o Xmertioa I :,-
I WO Frowider Info. ol Cansumsr Frovider Frovder ¥ Nl [ ESeviee cam
ure ] Source, Consumer i H User
[ T e g * rl'-ilh._h + - E‘m
_J [ T e e | i
= - al ;
L E—— H piieisinisieioh
anaad. -4
-] e D S { LI |
= ument - Rah ] | T, =
Document Consumer pdats Respander En'_fu"_l'}:y Secondary st
inistate Fati | - _ nny
P e “opn e -
& T T T
. ]
L : " i
%
FTHHE Il'vﬂ'-ll -
- e o . oy
up =] Paient AuditAocord |8 Securs Hod
Cliert Carmumer Repasitory ? TimaClimt
ime
ore Gommunity Gomponents [ : =1
S = :
Community A as a XDS Affinity Domain
w1 ot il M il e | =l e ] 8 oo e 2y mang | oo oman - 1715 e e *Primary Systems can refarence the same
s : e k: ; - 1 Health Professional Portal
IHEPruﬁzl (Annex 5], CH:Extension [Annex §, Extension 1) a2 H e {7 - | B -
CH: Audit Trail and Node A i
CH: cr Gonaiatent Time (b ]
CHHPD Heakth Pravider Directogy — - on iy cram o oarm Legend
CHFDGV3  Patent Demograptica Query HLT V2, i et - Respending
POV atient identfier G HLT V3 igue Person . e -
AMU Restricted Metadata Updats — Mdestfication Sevvice rl'}nbsuur
VS Sharing Vahue Sats —— :
xCA Crome-Cammurity Access. — ]
xCA Crome-Cammurity Access for Imaging — . . o e
CHHCPD Cross-Community Patient Discovery — = = um P I}e:: L wm R i S S
HDM Ciroaz-Enterprise Document Media bnterchangs s w——  Time Sewer Metadaa Index - . e fisiaisa -1
DS Croms-Enterprise Document Sharing ——— e
NDE- Croas-Enterprise Document Shanng for imaging  Ee——
XS MU Diocumant Matadata Updats —
XDS-50 Scarned Documents. ) — = — - o i
CHXUA Croas-Enterprise User Assertion — HPD _J Update Initiztor Patientudi Pecord |_______________ v
Hsalthcare Provider i
Swiss XDS Metadata (Annex 3) — Direciory fo— -Updne Responder N
Maticnal Integratisn Profiles {Annax 5, Extensicn : .
CHADR Authorization D‘:;,;un Fmquest a — ‘Government Services ‘Other Communities
CHATC Audt Trail Ca i — i
Sicn  Conmunty Pt — T EPR Projectathon 2015
CHPPO Privacy Palicy Quary — - Specification/ Amvisicn started Rennes, 08. - 12.04.2019
=CH Bern, 23. - 27.09.2019
213,294, 218 Uriqus Person Identification Service —— Cm_a‘_?ea:gﬂmdﬂﬂu;ﬂﬂ - ‘?pec'ﬁr;twi::f: - é:_r close o Tl : ready for '
eMiscication — erified at proj n with peer- pcc(ur:uru reats
Eicatronic Authentication Means and Theis lasucrs (Anne: 8 COA-CHLAEP Laboratory Report s = Verified ot shealthsutsse HE|
Protection Profie for Authentication Means. _— COA-CHVACD sMACDOC — or verified twioe at projectathon if group testing is not applicable oty warse
[y T T o)

7 | © InterSystems Corporation. All rights reserved.



Umsetzungen im Vergleich

Swiss Electronic Patient Record (EPR) Identity Providar
Overview of Profiles, Metadata and Exchange Formats (SR 816:111) Loe Atserscaton
2

Integrating

the Healthcare
Ise

Community A as a XDS Affinity Domain

IHE Prafiles {Annex 5, CH:Extension {Annex 5, Extension 1]
CHATNA  Audt Trah and
c:

Privacy Palicy Qusry

e
212,234,215 Urique Parson Idenification Service

Elctroni Auhentionion Weans and Theilssvers (e8] |
3 ity et s I

Pasgumcing
)
=y

e
=2

Atorzicn Decsn
Poier

Ut Inaor

ptte Respenser

Other Communities

Exchange Formats fAnnex 4) i
oA CH EMED n projectathon wen per
I Verfied ot projectathon asditonally weh gro

or verifind twice a2 prjectathan  group tes

EPR Projectathon 2019

Rennes, 08 - 12042019 ~ Tmmmmmosmoo——e- St

Bern, 23. - 27.09.2019

Integrating
the Healthcare
Enterprise

W
PR {ouerat der 1)
Farmorn
Big Plcture gema beimeer o asnapsen
Funktionale Zeriegung .

| © InterSystems Corporation. All rights reserved. |



Integrating

the Healthcare
Enterprise

Fazit IHE

IHE Profile erlauben einen sicheren Aufbau einer ePA!
Standardisierung hilft bei der Bewertung von Architektur und Umsetzung!
Deutsche Sonderwege sind KEIN Exportschlager sondern:

* behindern die grenzuberschreitende Nutzung von Gesundheitsdaten

* erzeugen uberdurchschnittliche Kosten bei den Herstellern, die am Ende vom Versicherten uber

seinen Kostentrager zu zahlen sind
- erschweren die Uberpriifung von Datenschutz und Datensicherheit

 verhindern die zeitgemalBe Entwicklung von neuen Diensten und Anwendungen
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